Zeeshan Haider

IT & System Specialist

Dedicated IT & Cyber Security Engineer with more than 10+ Years of experience

ensuring network and IT infrastructure security through constant monitoring and

threat prevention efforts. A Certified Ethical Hacker from EC Council. Profound

knowledge of Networking, Penetration Testing, IT, OT and Cyber Security. Extensive

expertise in IT infrastructure & Network architecture design, implementation along

with administration.

WORK EXPERIENCE

O T Manger
SPMS CO Group Dubai
08/2022 — Present

UAE

Group IT Head for all Business under Snooker Project Management |

System listed as below

Qamar Al Madina Health Care Center
AL Buhairah Medical Center

Elite Doctor & Home Health Care
Meta Life Travel & Tourism

Latoya Smart Services

Sun Print Marketing & E-commerce

QO IT Administrator
EXP0O-2020 (Farnek) Dubai
05/2021 - 08/2022

UAE

Responsible for the day-to-day support of IT systems, computer

networks, and telephone systems throughout the pavilion including
Planning and Monitoring, Accountabilities, Operations, Infrastructure,
Compliance and Audit.

Monitor and maintain proper inventory of hardware and software
license

Keep updated with latest technology and security risks on a regular basis
Ensure security policies are being followed

Administration of Windows Server 2016 (Active Directory, Exchange)
Audio & Video AV Maintenance (Kommander, MIG, Nova Star,

MagicINFO, Q-SYS, VISO, Projection)

@) IT & Security Engineer
AL ZAIN OASIS Technology Dubai
2017 -2021

UAE
Direct experience with anti-virus software, intrusion detection, firewalls
and content filtering Knowledge of risk assessment tools, technologies
and methods

Proposed, designed, and implemented various Information Security
related projects, such as threat & vulnerability assessments, remediation,
intrusion detection, border security, and patch management

Drafting Proposals and replies to RFP /BOM from Clients for IT
Infrastructure, Designs & Hardware.

Clients Include: MOFAC, MOE, E-Supply Dubai, MOI, MOHAP, MOHRE,

+971 582035980 @

Zeeshan.haider28@gmail.com ==,
Town Square Dubai, UAE W/

Linkedin.com/in/zeeshan2022

e

EDUCATION

O Master degree in Cyber Security

Comsats University Abbottabad, Pakistan

(O Bachelor’s Degree in Telecommunication

& Computer Networks
Comsats University Islamabad, Pakistan

(@) Diploma of Associate Engineer (Electrical)

CERTIFICATIONS

Certified Ethical Hacker (CEH9106437582),
Certified Hacking & Forensic Investigator
(CHFI), Cisco Certified Network Associate
(CCNA), Certified
Associate (MCSA), Security+, Hardware+,
MS Office, Web Development

Microsoft Solutions

PROFESSIONAL SKILLS

Protocol & Configuration: IP, IPsec, BGP,
EIGRP, OSPF, RIP, NAT, HSRP, MPLS,
TACACS, LDAP, NTP, RADIUS, DNS, DHCP
OSPF, VTP, STP/RSTP, VLAN, HSRP,
RADIUS, NAT, ACL, IPv4/IPve,
Cisco/FortiGate Firewall, Cisco Routers,
Aps, Cisco/HP/ L2 and L3 Switches, Optical
Fiber, MPLS-TP, Encryption Tools

Servers & Security: Servers 2012/2016

Installation, Troubleshooting, Hyper-V,
EXSi, VMWare, Cisco ASA, Meraki,
SonicWALL, FortiGate, Firewall, Azure,

RAID, LAN & Data Security, Logarithm,
Service Now, SolarWinds, MacAfee, SIEM
Management, PABX

Applications: Windows 7, 8, 10, Ubuntu,
Mac 0S, CentOS, Video Conferencing
System, and User’s call management,
Remote Support, Software License and
Updates Management, Nagios XI, Net

witness.


tel://+971582035980
mailto:Zeeshan.haider28@gmail.com

Information Technology Specialist
Electritech Technology Sharjah

2017-2021 UAE

e Review diagnostics and assess the functionality and efficiency of systems

e Monitor security certificates and company compliance of requirements

e Offer technical support to company staff and troubleshoot computer
problems

e Install and update company software and hardware as needed

e Anticipate and report the cost of replacing or updating computer items

Management: Project Management, Team

Management, IT Project Planning and

Design, IT Infrastructure Monitoring AWS

Key Skills: Malware Analysis, Encryption,
Automation/Devops, Identity & Access
Management, Encryption & Key
Management, Risk Mitigation, E-Discovery &
Cloud

Incident Response

COMPUTER LANGUAGES

Forensics, Reverse Engineering,

e Maintain Website, Emails & other Servers
e Drafting Proposals and replies to RFP /BOM from Clients for IT

Pyth # PHP i
Infrastructure, Designs & Hardware - CYESILs

e Clients include: SEWA, FEWA, DEWA, Sharjah Municipality, Sharjah Free
L ++

Zone

CYBER FORENSICS

Data Forensic Toolkit (FTK) Autopsy
7 The Sleuth Kit Image File Forensics
CAINE OS EnCase Steganography

PENETRATION TESTING

Password Cracking WLAN Pen Testing
OWASP Metasploit

Computer Security log

Information Technology System Support
ATG World Dubai
2016 -2017

UAE

e Install hardware operating systems and

applications monitor and maintain computer systems and networks

and configure computer

e Act as the initial point of contact for all computer and system related
concerns from clients or other employees
e Assist management in creating training materials pertaining to computer

troubleshooting and usage

e Organize and file documentation pertaining to warranties and
instructional guides for computer hardware

e Maintain a working log detailing all required system updates, as well as
the date of completion

e Attend in-person meetings with clients to analyse, troubleshoot and

diagnose hardware problems
¢ Resolve technical issues related to network interruptions

e Actively update, maintain and monitor all aspects of computer networks L Hobbies
System Administrator . . o .
DevCom Internet Services Provider Islamabad ARDMEEN e
2013 -2016 Pakistan
_ LANGUAGES

¢ Installation and maintenance of all systems within a client’s digital

environment. (Splunk, ArcSight)
e Producing documentation on operational, system and user procedures &

guidelines
e Building, configuration and troubleshooting of server and desktop -

hardware. Providing advice on selection and purchase of IT equipment. English Urdu Arabic
¢ Maintaining maximum availability of supported services for users.

PERSONAL INFORMATION
[ Network Engineer Date of Birth Oct 1991
ate of Bir o
Elite Pak Technologies Pvt Ltd Abbottabad
2012 - 2013 Pakistan Nationality Pakistani
Religion Islam
IT Support Technician
PP ] Marital Status Married

AA Construction Company Peshawar KPK
2008 — 2011 Pakistan Driving License : Valid UAE




