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Network & Cyber Engineer
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Bachelors in Telecom & Networks +971 58 20 35 980

Profile Snapshot

Innovative tech mind with 10 years of experience in IT Industry. A Certified Ethical Hacker from EC
Council. Profound knowledge of Network Security, Penetration Testing, IT, OT and Cyber Security.
Extensive expertise in network architecture design and implementation along with IT infrastructure Design,
implementation & administration.

Work Experience

IT Manager at SPMS DUBAI, UAE  Aug2022 —till Now
Group IT Head for all IT Business under Snooker Project Management System listed as below

e Qamar Al Madina Health Care Center AL Buhairah Medical Center

o Elite Doctor & Home Health Care Meta Life Travel & Tourism

e Latoya Smart Services Sun Print Marketing & E-commerce
IT Exective at EXPO-2020 (Farnek) DUBAI, UAE  May2021 — Aug 2022

Responsible for the day-to-day support of IT systems, computer networks, and telephone systems throughout the pavilion including
Planning and Monitoring, Accountabilities, Operations, Infrastructure, Compliance and Audit.

Keep updated with latest technology and security risks on a regular basis Ensure security policies are being followed

Troubleshoot hardware and software problems Responsible for overseeing and handling network configuration. Servers, Workstation
Worked in SIEM solution Log Rhythm, and ArcSight. Creatin of co-relation rules, analysis and administration.

Administration & maintaining of AVAYA IP office and Avaya Wireless solutions.

Configured and maintaining CISCO switches and router along with firewalls Palo Auto.

Planning, implementing, managing, monitoring, and upgrading security measures for the protection of the data, systems, and
networks in OT / Automation Projects.

Support with the installation and configuration of network security architectures, including firewalls, router ACLs (Access Control
Lists), web content filters and Demilitarized Zones (DMZ) Testing and identifying network and system vulnerabilities.
Troubleshooting security and network problems during testing and Site commissioning.

Networking & Security Engineer at AL ZAIN OASIS Technology DUBAI, UAE May 2017 — May21
Knowledge of risk assessment tools, technologies and methods

Experience designing secure networks, systems and application architectures

Knowledge of disaster recovery, computer forensic tools, technologies and methods

Experience planning, researching and developing security policies, standards and procedures

Professional experience in a system administration role supporting multiple platforms and applications

Proposed, designed, and implemented various Information Security related projects, such as vulnerability assessments, remediation,
intrusion detection, border security, and patch management

Designed the Systems Management Server infrastructure that led to the successful deployment of large software and security
applications over various WAN links

Drafting Proposals and replies to RFP /BOM from Clients for IT Infrastructure, Designs & Hardware.

Clients Include: MOFAC, MOE, E-Supply Dubai, MOI, MOHAP, MOHRE, SEWA, FEWA & other Private Clients

Information Technology Specialist at Electritech Technology Sharjah, UAE  Apr 2017 — May 2021
Review diagnostics and assess the functionality and efficiency of systems Implement security measures

Monitor security certificates and company compliance of requirements

Offer technical support to company staff and troubleshoot computer problems

Maintain Website, Emails & other Servers

Drafting Proposals and replies to RFP /BOM from Clients for IT Infrastructure, Designs & Hardware

Clients include: SEWA, FEWA, DEWA, Sharjah Municipality, Sharjah Free Zone

Information Technology System Support at ATG (Internship) Dubai, UAE Oct 2016 - Mar 2017
Install and configure computer hardware operating systems and applications monitor and maintain computer systems and networks
Act as the initial point of contact for all computer and system related concerns from clients or other employees

System Administrator at Devcom Service Provider Islamabad KPK, Pakistan 2013 - Jan 2016
Network Engineer at Elite Pak Technologies Pvt Ltd Abbottabad KPK, Pakistan Jan 2012 - Jan 2013
IT Support Technician at AA Company Peshawar KPK, Pakistan 2008 - Mar 2011




Why Zeeshan?

e Qualified and proficient information officer and systems & security engineer having
expertise in maintenance of computer networks, hardware, software and other
related systems.

e Result-oriented professional holds sound comprehension of analytically performing
disaster recovery operations, protecting data, software and hardware from
attacks; skilled at multitasking between handling documentations & daily jobs

e Diligent individual has detailed understanding of application transport and network
infrastructure protocols as well as ability to maintain good coordination and
collaboration with different departments and teams involved in on-going projects

Soft Skills

e An analytical mind

An ability to learn new technologies quickly

Good time management skills

An ability to follow processes

Strong documentation skills

Good communication skills — both written and verbal
Commercial and business awareness

Enterprise Application Software’s
« SIEM : QRadar IBM , splunk, logrhythm
« Cisco ASA (5520, 5515, 5505) , Cisco NX-0OS
« Fortinet , PA-3060, Cloud Azure, HP Servers & HP Storage Solutions
« Nagios XI, Netwitness , Wire shark, Paessler PRTG Network Monitor, Snort,
« Firewalls : fortigatet, Sophos, WAP F5
« CAFM (Harmony PSA, FSI), Logarithm, ServiceNow, SolarWinds, MacAfee)

Global IT Vendors

o Microsoft Symantec Vmware HP Cisco Huawei
« Fortinet OWL SoC EY ,Si MPLS-TP  Juniper
Skills
Network Forensics Penetration Testing SOC/NOC VMware/Hyper-V
Firewalls (Fortinet ...)  SIEM Management Linux, Windows Servers
Programing Languages Python / C# / PHP Perl Kali Linux
Firewall/IDS/IPS Encryption Tools

Certification’s/Courses:

Certified Ethical Hacker (CEH ECC9106437582), Certified Hacking & Forensic
Investigator (CHFI), Cisco Certified Network Associate (CCNA Routing & Switching),
Microsoft Certified Solutions Associate (MCSA), Security+, Hardware+, Web
Development, Graphics Design, AutoCAD Civil (2008)




Skills & Knowledge (Servers, System, Security &
Networking)

Network security with Snort, IDS, IPS, MOD SECURITY.

Network Analysis Tools (e.g. Netwitness, Wireshark, etc.)

System Analysis, Forensic Tools and Endpoint Security

Forward Proxy / Reverse Proxy

Security Standards: CCM, NIST CSF, ITIL, PCI-DSS , SIEM tools IDS/IPS, 1SO27001 & GDPR
CCTV Management — Installation, configuration and complete operation including backup
Strong understanding of cloud (SAAS/IAAS) security requirements

Strong knowledge on OWASP

VMWARE ESXi 5.0/6.5, Microsoft Hyper-V

Administering & designing LANs, WANSs internet/intranet DMZ and NAT-PAT & VoIP networks
(PSTN, PBAX)

VLAN, QoS, Active Directory, DNS / DHCP / LDAP / NFS Cisco Router, Cisco Switch, Switching
(L2/L3), Network management Routers Firewalls

Remote Access RDP, team viewer VNC, Telnet/SSH, HP ILO, iDRAC, PRTG & DELL KACE

IP & IP Addressing, ACLS, TCP/IP ARP, ICMP, TCP, UDP, FTP, TFTP, MRTG, MRTG2 Nagios .
Network & security infrastructure including Cisco ASA (5520, 5515, 5505) adaptive security
appliance, Cisco wireless controller, routers/switches & voice gateway & NTP server as per ITIL
standards and company’s policies

OS: Any OS & NOS (Servers) including CentOS, Ubuntu , RedHat

Languages: All most All Languages including C#, PHP, JavaScript, Python, R etc.

Databases: SQL, MS-SQL, HBase etc.

Layer 3: IP, IPSec, BGP, GRP/EIGRP, OSPF, RIP, NAT, HSRP, MPLS, Confidential, TACACS, LDAP
NTP, RADIUS, DNS, DHCP

Voice over IP: Call Manager, Unity, Avaya, PBX Trunking, Active Directory Integration, Call Detail
Recording, Automated Attendant, Extension, Mobility.

Infoblox and DNS and F5, LAN & WAN troubleshooting, Call Manager & Unity, VoIP, VPN.

IT Voice over IP, Solar Winds Some Configuration of Confidential Nexus, Confidential ASA
firewalls, Catalyst 3750, 2900, 2811, 3960.

Juniper SRX210, SRX240 Ex4200 EX4300, QFX5100, MPLS, OSPF, IGRP, EIGRP, HSRP, TCP/IP,
Operation: Switches, Layer 2 switching - VLAN, Port channel, virtual Port Channel

Proficient in MS Office 365 administration and management (Exchange, SharePoint...)

Cyber Forensics & Security Skills

Computer Forensics Investigation Process Along with Searching and Seizing Computers to obtain
Digital Evidence as a First Responder.

Recovery of deleted files and partitions in popular computing environments, including Windows,
Linux, and Mac OS

Utilizing Access Data Forensic Toolkit (FTK), The Sleuth Kit, Autopsy , Hexview ,EnCase
Steganography, Steganalysis, and Image File Forensics etc

Password cracking concepts, types of PW attacks, latest tools and technologies to decipher
password breaches

Computer security log capture tools, log analysis methods, time clock synchronization and event
correlation



EC-Council

CEH

CERTIFIED

Educational Qualifications

MS in Cyber Security (CUI ATD) CGPA 3.38 2017- -
Majors
e Advanced Cryptography , Digital Forensics , Network and Systems Security
¢ Digital Content Analysis, Ethical Hacking, Security in Cloud Environment.
MS Research / Project Skills
e Topic: Automatic Analysis of Malware using Machine Learning & Artificial intelligence.
e Expert in Writing Code, Scrubbing Data, Visuals for Presentations in Python and R Language.

BS in Telecommunication and Networking (COMSATS) CGPA ~ 3 2012-2016
Majors

e Telecommunication Network Management , Mobile Communication , Network Security

e Telecommunication Network Design, Wireless Networks, Network Operating System.

DAE (Electrical) 1st Division 2011

Majors
e Computer Application
e Application of Computer in Electrical Technology
e Telecommunication

SSC (Science) 1st Division 2008

Personal Information

Date of birth : Oct 1991.

Gender . Male.

Marital Status . Married.

Nationality : Pakistani.

Driving License : Yes

Address :  Warda 2 Apartments by Nshama Town Square Dubai
Languages known . English, Urdu & Arabic (Basic)

Declaration

I hereby declare that the above furnished details are true to the best of my knowledge

Sincerely, Zeeshan Haider
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